C KaXJIpIM I'0JIOM MOJIOJIEXKHU B UHTEPHETE CTAHOBUTHCS OOJIbILE, @ IIKOJbHUKU OJHU U3 CaAMbIX
aKTUBHBIX Iojb30Barened Pynera. Mexzay TeMmM, IIOMUMO OIPOMHOIO  KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HEeceT M MpoOieMbl. JTa maMsaTKa JOJKHA IIOMOYb TeOe 0e30IacHO
HAaxOJIUTHCS B CETH.

KomnbrotrepHbie BUpYyChI

KoMmmbroTepHblii BUPYC - 3TO Pa3HOBHUJHOCTb KOMIIBIOTEPHBIX IPOTpaMM, OTIMYHUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHIO. B JomojHEeHne K 3ToMmy,
BUPYCHl MOTYT TOBpPEIWTH WJIM TIOJHOCTBIO YHHYTOXXUTH Bce (Qailapl ¥ JaHHBIE,
[IOJAKOHTPOJIbHBIE M10JIB30BATENI0, OT UMEHH KOTOPOro Oblia 3aIlyllleHa 3apakKeHHas IporpaMmMa,
a TaKKe MOBPEAUTH WIM JaXK€ YHHUTOXXMTh OINEPAllMOHHYIO CHUCTEMY CO BceMHu (Qailmamu B
1enoM. B 60ombIIMHCTBE CilydaeB pacpOCTPaHsIOTCS BUPYChl Yepe3 UHTEPHET.

MeTo/1bl 3a1IUThI OT BPEJOHOCHBIX TPOTPAMM !

1. Mcnione3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIA YPOBEHb 3AIIUTHI
OT BPEJOHOCHBIX NTPOTPaMM;

2. [TlocrosiHHO ycTaHaBiuMBail mnayTH (UMQPOBBIE 3alJIaTKH, KOTOPbIE AaBTOMAaTUYECKH
YCTaHABIMBAIOTCA C ILEJNbI0 J0pabOTKM MporpamMmbl) W JIpyrue OOHOBIIEHUS CBOEH
onepauoHHOM cucteMbl. CkaunBail uX TOJIbKO ¢ ounmanbHOro caifta paspadorunka OC. Ecnu
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PaGoraii Ha cBOeM KOMIBIOTEPE MO/ MpaBaMU MOJIb30BaTENs, a HE aJJMUHHUCTpaTOpa. JDTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM MHCTAJUIMPOBATHCS HA TBOEM NEPCOHATHLHOM
KOMIIBIOTEPE;

4. Hcnonib3yil aHTUBHPYCHBIE MPOrpaMMHBIE MPOAYKTHl HM3BECTHBIX MPOU3BOJIUTENCH, C
ABTOMAaTHYECKUM OOHOBJICHUEM 0a3;

5. Orpannyb (PU3NYECKUNA TOCTYI K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIUIL;

6. Vcnonp3yil BHEMIHWE HOCUTENW WHPOPMAIMK, Takhe Kak Quielika, IUCK Wiau ¢ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIE (DAIIbI, TIOJYICHHBIC U3 HEHAJAC)KHBIX MCTOUYHHUKOB. [laxke Te
(aiinbl, KOTOpbIE NpUcIal TBOM 3HAKOMBIiL. Jlydllle yTo4HM y HEro, OTIpaBIsl JIU OH TeOe HX.

Cern WI-FI

Wi-Fi - 370 He BuJ Mepeaaun JaHHBIX, HE TEXHOJOIHsI, a BCETo JHIIb OpeH 1, mapka. Emie B 1991
rojy HuUAEpiaHJCKas KoMIaHus 3apeructpupoBana Opera "WECA", 4yro o06o3Hayano
cinoBocouetanue "Wireless Fidelity", koTopslii mepeBouTCs Kak "OecpoBOAHAS TOYHOCTB'.

Jlo Hamiero BpeMeHH JAoluIa Apyras abOpeBuaTypa, KOTopas SBISETCS TaKO# K€ TEXHOJIOTHUEH.
Orto abbpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObLIO [aHO C HAMEKOM Ha CTaHAAPT BBICIICH
3BykoBo# TexHuku Hi-Fi, uTo B mepeBojie o3HavaeT "BpICOKasi TOUHOCTD'.

Jla, OecniaTHBIH HMHTEPHET-IOCTYNl B Kade, OTeNIX U adpomoprax SBISETCS OTJIMYHON
BO3MOYHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE AKCIEPTHI CYUTAIOT, YTO OOMIeN0CTyHbIE Wi-
Fi cetu He sBusiroTcst 6€30MaCHBIMU.

CoBeTblI 110 0€30MacHOCTH paboOThI B 00IIeA0CTYTHBIX ceTsx Wi-fi:

1. He mepenaBaii cBoro nuuHyto MH(popmanuio yepe3 oduienocrynusie Wi-Fi cetn. PabGoras B
HUX, KeJNaTeIbHO HE BBOJAUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKue-TO HOMEPA;

2. Hcnone3yil u OOHOBISII aHTHUBUPYCHBIE MpOTpaMMbl M OpaHamayep. TemM caMbIM Tl
obe3omacuiib cedst OT 3aKayKu BUPYCa Ha TBOE YCTPOMCTBO;

3. Ipu ucnons3zoBanuu Wi-Fi otkmoun ¢ynkuuio "OOmwmii noctyn k ¢aitnam u npuntepam'.
Jannast GyHKIMS 3aKpBITA MO0 YMOJIYaHHIO, OJTHAKO HEKOTOPHIC MOJIH30BATENN aKTUBHUPYIOT €€
JUIs yoOCTBa UCIIOIB30BaHMsI B paboTe uiu yueoe;

4. He ucnone3yit myonuunasiii WI-FI nns mepegaum TUYHBIX JaHHBIX, HAIPUMEpP 7S BHIXO/A B
COIMANILHBIEC CETH WU B DJIEKTPOHHYIO TOUTY;



5. Ucnons3yit Tonbko 3amuiieHHoe coeaunenue yepes HTTPS, a we HTTP, T.e. npu nHabope
BeO-anpeca BBoau uMeHHO "https://";

6. B MmobunsHOM Tenedone otkmtoun (yHknuio "lTlonkmouenne k Wi-Fi aBromarudecku". He
JOITyCKall aBTOMAaTUYECKOTO TOKITFOUEHHUs ycTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CounajbnHbie ceTH

ConuanbHbple CETM AKTHMBHO BXOJST B Hallly XM3Hb, MHOTHME JIIOAM PabOTalOT U KUBYT TaM
noctosiHHo, a B Facebook yxke 3aperncTpupoBaH MHMIUIMAp]] YEIIOBEK, YTO SIBISIETCS OJHOMN
CelbMOM BCEX JKUTENeH IuraHeTsl. MHOTHE MOJb30BATENM HE MOHUMAIOT, 4TO WH(pOpMaus,
pa3MelieHHasi UMU B COLMAIIbHBIX CETAX, MOXKET ObITh Hali/leHa U MCIIOJIb30BaHa KEM YrOJIHO, B
TOM 4HCJIe HE 0053aTeNbHO ¢ OJIaruMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 OE30MaCHOCTH B COLIMATIBHBIX CETAX:

1. Orpannup cnucok apy3ei. Y TeOs B Jpy3bsiX HE JOJDKHO OBITH CIy4ailHbIX M HE3HAKOMBIX
JTIOIEH

2. 3amuimail CBOKO YaCTHYIO JXKM3Hb. He ykaspiBail mapoim, tenedoHsl, ajpeca, AaTy TBOETO
POXKJIEHUS U APYryl0 JUYHYI0 WHGOpPMalKI0. 3T0YMBIIUIEHHUKH MOTYT HCIOJIb30BaTh Ja)Ke
MH(OPMALIHIO O TOM, KaK Thl U TBOM POJIUTEINN TUIAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amminai CBOIO PEMyTaIHio - JIEPKH €€ B YUCTOTE M 3a/aBail ce0e BOMPOC: XOTEN OBl THI,
4yTOOBI ApPYyrue IMOJb30BaTEeNU BHUJEIH, YTO Thl 3arpyxaems? [logymaili, mpexiae yeM 4YTo-TO
OMyOJIMKOBATh, HAMKMCATD U 3arPy3UTh;

4. Ecnu TBI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YyH CBOE PEALHOE UMS U
JPYTyIo JTUYHYI0 HHPOPMAIIH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U Mpoyee;

5. N3berait pasmemnienus ¢otorpaduii B MHTEepHETE, T/A€ Thl M300pa)K€H Ha MECTHOCTH, TIO
KOTOPOW MOYHO OIPEAEIUTh TBOE€ MECTOTOJIOKEHHUE;

6. Ilpu perucTpany B COIHAIBHOW CETH HEOOXOAMMO HCIIOJIB30BATh CIIOKHBIE ITApOJIH,
cocTosmue u3 OyKB U QP U ¢ KOJTUISCTBOM 3HAKOB HE MEHee §;

7. 71t cOnManbHOM CETH, MOYTHI U IPYTUX CAaTOB HEOOXOJIMMO HCIOJIb30BATh pa3HbIC MapOJIH.
Torga ecnu Te0s B3IOMAIOT, TO 3I0YMBIIUIEHHUKH MOJIy4aT JOCTYH TOJBKO K OJIHOMY MECTY, a
HE BO BCE cpa3y.

DJIeKTPOHHbIE IeHbI' |

DNEeKTPOHHBIE JEHBIM - 3TO OYEHb YHOOHBIH CHOCOO IUIATEXKEH, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT HOJIYYUTh 3TU JICHBTH.

DJNEeKTpOHHBIE JEHbIM NOSBUIMCH COBCEM HEAAaBHO M MMEHHO H3-3a 3TOTO BO MHOTHX
rOCy/IapCTBax JI0 CUX IO HE MPOIMHUCAHO NP0 HUX B 3aKOHAX.

B Poccun e oHM ()yHKIMOHUPYIOT M O HUX YK€ TIPOIMCAHO B 3aKOHE, IJIe MX Pa3JeIioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIC U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3periaeTcs MPOBOJUTH Olepaluyu O0e3 uAeHTH(UKAIMKM MOJb30BaTeNs, a B
HEaHOHUMHBIX UIEHTH(UKALNS OJIB30BATENs ABISIETCS 0053aTEIbHOM.

Taxoke cnenyeT pazauyaTh 3JIE€KTPOHHBIE (PUATHBIE TEHbIU (PaBHBI TOCYIaPCTBEHHBIM BAJIIOTAM)
U 3JIEKTPOHHbIE He(huaTHbIE JEHbIM (HE paBHBI TOCY/IaPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI TI0 Oe30MacHOl paboTe ¢ ANEKTPOHHBIMU JJEHbIraMHU:

1. IlpuBsxu K cueTy MOOWIBbHBIN TeneoH. DTO camblii yHOOHBIM M OBICTPBIA CrOCOO
BOCCTAaHOBHUTH JIOCTYN K cuery. [IpuBsizanHbI TenedoH MNOMOXKET, eciu 3alyaeus CBOM
TUTaTEXHBIHM MapoJIb WIK 3aii/IeNIb Ha CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Ucnonw3yit ogHOpazoBelie nmapoiu. Ilocie mepexoaa Ha yCHIIGHHYIO aBTOpH3AlMIO Tebe yxke
He OyJeT yrpoxkarh OIMacHOCTh KpaXKH WM MepexBaTa IJIaTeKHOro NapoJis;

3. Bribepu cnoxublii maposb. [IpectynHukam OyneT HE MPOCTO YrajaaTh CIIOKHBIM HapoJib.
HanexHble maponu - 3T0 mapoJii, KOTOpbIE COJEpKaT HE MEeHee 8 3HAKOB M BKJIIOYAIOT B ceOs



CTPOUYHBIC U TPOMHUCHBIE OYKBBI, HU(PPHI U HECKOJHKO CHMBOJIOB, TaKMe KaK 3HAK J0JuIapa,
¢byHTa, BOCKIMLATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;
4. He BBOM CBOM JIMYHBIE JJAaHHBIE HA CalTaX, KOTOPHIM HE JI0BEPSIEILb.

DJIeKTPOHHAA MOYTA

DNeKTpOHHAas MOoYTa - 3TO TEXHOJIOTHSI U IPENOCTaBIISIEMbIE €10 YCIYTdM 10 MEPEChUIKE U
MIOJIyYEHHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOpbIE paclpeiessiioTcs B KOMIIBIOTEPHOM ceTu.
OO6b1uHO AIEKTPOHHBIN MTOYTOBBII SIIITUK BBITJISIIAT CHEAYIOUIUM 00pazom:
UMS_TIOJIB30BATENA(@UMsI_JOoMeHa. Takke KpoMmMe Teperadyd IpOCTOro TEKCTa, HMeEEeTCs
BO3MOXHOCTb IepeaaBaTh (ailiibl.

OcHOBHBIE COBETHI 10 6€30TaCHOM PadboTe C ANEKTPOHHON MOYTOM:

1. Hamo BbIOpaTh NpaBWIBHBIA TOYTOBBIM cepBUCc. B HHTepHETE ecTb OrpOMHBIA BBIOOP
OecIIaTHBIX MMOYTOBBIX CEPBHCOB, OJJHAKO JIyYIll€ JOBEPATh TE€M, KOTO 3HACIlllb U KTO MEPBLIN B
pEeNTHHrE;

2. He yka3piBaili B JMYHOM mnouTe JIM4YHYIO HHGpopmanuio. Hampumep, mydiie BbIOpaTh
"My3bIKasbHBIN  paHat@" wim "pok2013" BmecTo "Temal3";

3. Hcnonp3yil IBYXATalmHYKO aBTOPHU3ALUIO. JTO KOT/Aa IMTOMHUMO IapoJisi HY’)KHO BBOJWTH KOJ,
MpUChUIaeMblid 10 SMS;

4. Beibepu CIOXHBIN Taposib. [ KaKI0TO MOYTOBOTO SIIIHUKA JOJDKEH OBITh CBOW HAIC)KHBIM,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnmm ecTp BO3MOXHOCTH HamMcaThb CAaMOMY CBOM JIMYHBIM BONPOC, HCIOIB3YH 3Ty
BO3MOYHOCTB;

6. Mcrnonp3yid HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIN 111 4aCTHOM MEPENUCKH C aapecaTaMy,
KOTOPBIM ThI JOBEPSACIIb. JTO AIEKTPOHHBIN a/IpeC HE HAa/J0 MCIOJIb30BaTh IIPU PErUCTPALIMM Ha
dbopymax u cailTax;

7. He oTkpbiBaii (paityibl ¥ Apyrue BIIOKEHUS B MHUChMaX, JaKE €CIIM OHW MPHIILIA OT TBOMUX
npysei. Jlydie yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (Daiiibl;

8. Ilocne oxoH4yaHust pabOTHl HA MOYTOBOM CEPBHCE TEpPE] 3aKPHITUEM BKIIAJIKH C CAUTOM HE
3a0yap HakaTh Ha "BeiidTu".

Ku0epOy/UIMHT WK BUPTyaJibHOE U3/1€BATEILCTBO

KuGepOymauHr - mnpecienoBaHue COOOLICHUSMH, COJEPKAUIUMH OCKOPOJIEHHsS], arpeccuio,
3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHME C MOMOIIBIO PA3IMYHBIX WHTEPHET-
CEpPBHCOB.

OcHoBHBIE COBETHI 10 60pbOE ¢ KHOEPOYILITUHTOM:

1. He Opocaiics B 60#. Jlyummii cmoco6: mocoBeToBaThCsl Kak ce0si BECTU U, €CIIM HET TOro, K
KOMYy MOXHO OOpaTuTbCsi, TO BHauyaje YCHOKOUThCSA. Eciau Thl HayHellb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHUSI, TO TOJIBKO eIle OOJIbIIIE Pa30sKKEIIb KOH(IUKT;

2. Ympasisiii cBoelt kubeppernyranuei;

3. AHOHUMHOCTH B ceTu MHUMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHMMHBIM
aKKayHTOM;

4. He cTouT BecTu XyIUTaHCKUH 00pa3 BUpTyanbHOU >ku3HHU. MHTepHET (ukcupyeT Bce TBOU
NEUCTBUS M COXpaHSIEeT UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTEIBHO;

5. Cobmnroail cBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyii emuHuuHblii HeraTuB. OJHOPa30BbIE OCKOPOUTENBHBIE COOOIICHHS JIydllle
urHopupoBaTh. OOBIUHO arpeccus MPeKpaiaeTcsi Ha Ha4aaTbHOUW CTaNH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COIIMAIBHBIX CETSIX
€CTh BO3MOYKHOCTH OJIOKMPOBKH OTIIPABKU COOOIIEHUH C ONIPEICIICHHBIX aPECOB;

8. Ecnu Th cBuaerens kubepOy/mumHra. TBOM NEHCTBUS: BBICTYNUThH MPOTHUB MpECeI0BaTeNs,
MOoKa3aTb €My, YTO €ro JCWCTBUS OIEHUBAIOTCS HETaTUBHO, MOJAEPKATh JKEPTBY, KOTOPOM



HYXHa TICHXOJIOTHYECKasi MOMOIIb, COOOIIUTH B3POCIBIM O (paKTe€ arpecCHBHOIO TOBEACHUS B
CCTH.

MooubHbIii TesedoH

CoBpemMeHnHbIe cMapT(HOHBI U TUIAHIIETHI COJAEpKaT B ceOe BIIOJIHE B3POCIHBIA (YHKIIMOHAN, U
TErepb OHU MOTYT KOHKYPHUPOBATh CO CTAallMOHAPHBIMU KommbloTepamMu. OJHAKO, CPENCTB
3aIIUTHl 711 OJOOHBIX YCTPOMCTB MOKa O4€Hb Majio. TecTUpOBaHHE U MOUCK YSI3BUMOCTEH B
HUX MPOHMCXOJUT HE TaK MHTEHCUBHO, Kak st [IK, To ke camoe kacaercs W MOOMIIBHBIX
MIPUIIOKEHHHN.

CoBpemMeHHbIe MOOUITBHBIE Opay3ephl YK€ MPaKTUYECKU JOTHAIU HACTOJIbHBIC aHAIOTH, OJHAKO
pacmupenue GyHKIIMOHAIA BJIEUET 32 COO0M OOJBIIYIO CIOKHOCTh U MEHBIITYIO 3alTUIIIEHHOCTD.
Jlanexko He BCE TMPOU3BOIUTEIM BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINE KPUTHUUECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JjIs1 6€30MaCHOCTH MOOMIIBHOTO TeNe(oHa:

Huuero ©He sBnsercs mno-HacTosimeMmy OecruiaTHbIM. byns ocTopokeH, Beap Korga Ttebe
npeiaraT OecIIaTHRI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCITYTH;
Hymaii, pexsie ueM otnpaBuTh SMS, dhoTo mnm Bugeo. Tel TOUHO 3HAENIb, T/I€ OHU OYAyT B
KOHEYHOM UTOTE?

Heo6xommumMo 0OHOBISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcnonw3yit aHTUBHPYCHBIE TPOTPAMMBI JJI1 MOOMIIBHBIX Telle(POHOB;

He 3arpyxkaii mnpuiaokeHHsi OT HEW3BECTHOTO WCTOYHHMKA, BEJAb OHH MOTYT COJEpXKaTh
BPEIOHOCHOE ITPOTrpaMMHOE 00eCTIEYCHHE;

ITocne Toro kak ThI BBIWJEIIL C CaliTa, T/I€ BBOJWJ JIMUYHYIO MH(OPMAIIUIO, 3alI1 B HACTPOUKH
Opay3sepa u ynanu cookies;

[leproauuecku npoBepsii, Kakue IUIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOW HOMEp MOOWJIBHOTO TeiedOoHa TOJBKO JIIOMSIM, KOTOPBIX Thl 3HACIHIb U KOMY
JIOBEPSEIIb;

Bluetooth momken ObITH BBIKITIOUEH, KOTJa Thl MM HE TOJb3yembes. He 3a0biBaii mHOTA
MIPOBEPSTH ATO.

Online urpwol

CoBpeMeHHbIE OHJIAHH-UIPBI - 3TO KPAaCOYHbIE, 3aXBaThIBAIOLIUE Pa3BICUCHUs, 00bEIUHSIIONINE
COTHH ThICSY YEJIOBEK 110 BceMy MUpy. Irpoku uccienyroT AaHHbIH UM MHp, OOIIAI0TCS JPYT C
JPYroM, BBINOJHSIOT 3aJaHusl, CPaXKalTCsA ¢ MOHCTPAMHU M IIOJIy4arOT OIBIT. 3@ yIOBOJILCTBHE
OHM IUIATAT: MOKYNAIOT JUCK, OIUIAYMBAIOT AOOHEMEHT WJIM IPUOOPETAIOT KaKUe-TO OILIKH.

Bce a1 cpenctBa uayT Ha MojAJepKaHUE U Pa3BUTHE UIPHI, a TAaKKe Ha camy 0e30MacHOCTh:
COBEpILEHCTBYIOTCS CUCTEMbI aBTOPH3ALMM, BBIITYCKAIOTCSI HOBbIE MaTyM (IU(POBBIE 3aIIATKU
JUIsL IPOTpaMM), 3aKpbIBAtOTCS yA3BUMOCTH CEPBEPOB.

B mono6HBIX Urpax CTOMT omacaTbCs HE CTOJBKO CBOMX CONEPHHUKOB, CKOJBKO KPa)XH TBOETO
napoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3alMK OOJIBIIMHCTBA UT.

OCHOBHBIE COBETHI IO OE€30ITACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecnn napyroit urpok Bener ceds IIoXo WM co37aeT Tede HENMpHUITHOCTH, 3a0J0KUpYHl ero B
CIIUCKE UTPOKOB;

2. Iloxamyiics agAMMHHMCTpaTOpaM HUIPbl Ha IUIOXO€ IMOBEACHHE 3TOT0 HWIPOKA, >KEJIATEIIBHO
IIPUJIOKUTH KaKUE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii TMuHYI0 HHPOPMALUIO B TIpodaiiie urpsl;

4. YBaxkail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii Heo(pUIHAIbHbBIE TATYU U MOJIBI;

6. Vcrionib3yil ClI0’KHBIE M pa3HBIE N1APOJIN;



7. Jaxxe BO BpeMs UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Ioka ThI urpaems, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

@OUIIUHT WA Kpaka IUHIHbIX JTaHHBbIX

OObIYHOM KpaXkell JeHer W JOKYMEHTOB CEroJiHSl Y€ HMKOTO HE YAWBHILIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKNA [E€PEMECTUINCh B HHTEPHET, U IPOJOJIKAIOT
3aHUMAThCA "MIOOUMBIM" JICJIOM.

Tak mosiBUIachk HOBast yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (DUILHHT, TIIaBHAS [ENIb KOTOPOTO
COCTOMUT B IOJIyY€HUU KOH(UIECHIMAIBHBIX JaHHBIX M10Jb30BaTeNeH - JIOTMHOB U naposieid. Ha
aHrnuickoM s3eike phishing yutaercs kak ¢ummuHr (oT fishing - peiOHas noBis, password -
apoJib).

OcCHOBHBIE COBETHI 110 60PHOE C PUIIHMHIOM:

1. Cnequ 3a cBouM akkayHTOM. EciM Thl MOJ03peBaellb, 4TO TBOS aHKeTa Oblja B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUpOBaTh €€ U COOOUIUTHh aAMHHHMCTpATOpaM pecypca 00 3TOM KaK MOKHO
CKOpEe;

2. Wcnonb3yi Ge30macHbie BeO-CallThl, B TOM YHCJIe, MHTEPHET-Mara3nHoOB U TOMCKOBBIX CUCTEM;
3. Hcnonw3yil ciioHBIE W pa3Hble Tapoiu. Takum oOpa3oM, eciu TeOs B3JIOMAKOT, TO
3JI0YMBIIIJIEHHUKHU TOJIY4aT JOCTYI TOJIBKO K OJJTHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnmu TeOs B3IOMamd, TO HEOOXOAMMO MNPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
n00aBJICHBI Y T€OSI B IPY3bSIX, O TOM, YTO T€OS B3JIOMAIH U, BOSMOXHO, OT TBOETO UMEHH OYJET
paccbUIaThCs CliaM U CChUIKU Ha (PUIIUHTOBBIE CalThI;

5. YcranoBu HazaexHbli napoib (PIN) Ha MoOunbHbIN TenedoH;

6. OTKII0YM COXpaHEHHE TapoJIs B Opaysepe;

7. He oTkpbiBaii (paityibl U Apyrue BIOKEHHUS B MUCHbMaX, JaKe €CIM OHW MPHILIA OT TBOUX
npysei. Jlydie yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (Daiiiibl.

udposasi penyrauus

Hudposas pemyrauust - 3TO HeraTUBHAs WM TO3UTHBHAs HH(OpMamus B ceTu o Tebe.
Kommnpomerupytomast uHpopManus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pazoM
OTpa3uThCs Ha TBOEH peanbHOU xu3HU. "L{udposas pemyramus" - 3T0 TBOM MMHUK, KOTOPBIH
dhopmupyetcs u3 nHGopManuK 0 TeOe B HHTEPHETE.

TBoe MecTo KHUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue mnoApPOCTKH JIETKOMBICIEHHO OTHOCSTCS K NyONMMKAalUu JWYHOM HHQOpMAIU B
WNuTepHere, HE MOHKMMAas BO3MOXKHBIX MOCIEACTBUI. ThI 1axe HE CMOXKEIIb JOTaJaThCs O TOM,
yT0 (hoTorpadus, pasmenieHHas 5 1eT Ha3ajl, cTala IPUYUHON 0TKa3a MPUHATH TeOs Ha padoTy.
KommenTapuu, pasMenienue TBoux otorpaduii u qpyrue AeUCTBUS MOTYT HE UCUE3HYTh JaXKe
MOCJIe TOTO, KaK Thl MX yJaluiib. Thl HE 3HACIb, KTO COXPAaHUI 3Ty MH(OpMAIHIO, Momaa Jiu
OHa B TIOMCKOBBIE CHCTEMBI M COXpaHWIACh JH OHA, a TJaBHOE: YTO MOAYMAarT O Tebe
OKpY’KaIoIllie JIOU, KOTOphle HAWIyT U YBUIAT 3T0. HaiiTu nHpopManmo MHOTO JIET CIyCTS
CMOET JI000H - Kak U3 M0OpBIX MOOYXKIACHMI, TaKk U C HAMEPEHHWEM MPUYUHUTH Bped. IJTo
MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 10 3aIUTE U(POBOM peryTaIluu:

1. TTomymaii, mpexe 4eM 4To-TO MyOJIIMKOBATh M MepeaaBaTh y cedsi B OJIoTe WM B COIMAIBHOMN
CeTH;

2. B mnHactpoiikax mpo¢uias ycTaHOBU OTPAaHUYECHHsS] HA MPOCMOTP TBOETO MpOdUIsS U €ro
COJIEP’)KUMOT0, CIIENIall €ro TOJIBKO "I Ipy3ein”;

3. He pa3memiaii 1 He yka3biBail MHPOpPMAIUIO, KOTOPAsi MOXET KOTo-TH00 OCKOPOIATH WU
0OMXKaTh.



ABTOpCKOE IIPaBo

CoBpeMeHHbIE IIKOJBHUKMA - AKTUBHBIE TOJB30BATENH LU(PPOBOro MpocTpaHcTBa. OmHAKO
JIaJIeKO0 HE BCE 3HAIOT, YTO I0JIb30BaHHE MHOTUMH BO3MOXHOCTSMH LU(POBOro mMupa Tpedyer
cOoOII0/IeHNs IIPaB HAa MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTENIEKTyallbHass COOCTBEHHOCTh' OTHOCUTCS K  pa3JIMYHBIM  TBOPEHMSIM
YeJI0BEYECKOr0 yMa, HauMHas ¢ HOBBIX M300peTeHUI 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
HAa TPOAYKTHl W YCIyrd, M 3aKaHYMBas KHUTaMu, ¢ororpadusMu, KAHOPHUIBMAMU U
MY3bIKaJIbHBIMU [IPOU3BEICHUSIMMU.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha MHTEIJIEKTYalbHYIO COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JUTEpaTypbl U HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAdyeCTBE TapaHTHH TOTO, 4TO
MHTEJUIEKTYaJIbHBII/TBOPUYECKUI TpyA aBTOpa He OyAeT HampacHbIM, JAcT €My CIpaBeIINBbIE
BO3MOXHOCTH 3apa0OTaTh Ha pe3ysbTaTax CBOEro TPyJAa, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 pa3pernienust aBTopa He MOKET BOCIIPOU3BOIUTD €r0 IPOU3BEJIEHUE, PACIIPOCTPAHSATD,
nyOJIMYHO JEMOHCTPUPOBATH, MpOJaBaTh, HWMIIOPTUPOBATH, IyCKaTh B IMpoOKaT, MyOIMYHO
WCIOJIHATH, TIOKAa3bIBATh/UCTIONHATD B 3upe UK pa3Meniats B MIHTepHeTe.

Hcnonb3oBanue "muparckoro" MNporpaMMHOrO OOEcleueHUs MOKET MPHUBECTH K MHOTUM
pUCKaM: OT TOTEpPH JaHHBIX K TBOMM aKKayHTaM 10 OJOKHMPOBKHM TBOEro YCTPOWCTBA, IJi€
yCTaHOBJIEHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE
u OecrIaTHbIE TPOTPaMMBbl, KOTOPHIE MOKHO HAMTH B CETH.

O noprane

CereBU4OK.p( - TBOM TIIABHBIM COBETYMK B CETHU. 3/1€Ch Thl MOXKEIIIb Y3HATh O O€301MaCHOCTH B
CeTH TMOHSATHBIM U JIOCTYHHBIM $3BIKOM, a IpPH BO3HUKHOBEHMH KPUTHUECKOH CHUTYyallUH
o0paTUTbCs 32 COBETOM. A Tak)Ke MPHUHATh ydyacTHE B KOHKYpCax M CTaTh CaMbIM LHU(PPOBBIM
rpakx JaHuHOM !



